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Preface

The SCADADroid® R2+ Setup Manual is ébgtsfep instructional manual, designed to place

the variousconfigurable fields of the unit in equentialorder. Description of each field can be
found in the SCADADroid® R2+ User Manual, which serves as the main documentation source,
and companion to the Setup Manual. It is recommended that the configuring user refer to both
documents simultaneoug in the process of setting up, and to the User Manual after Setup is
complete To this end, the Setup Manual has instructions that, are sequential but modular; you
may kip steps that are not applicable to your particular R2+ package

Physical Setup
Isolate unit and remove all peripherals

Before proceeding, ensure that all peripherals are
removed from the unit. This includes Ethernet, the green

power wiring connector, antenna, and amjcrophone
connected to the unit
Tools Required: S @(
Philipsscrewdriver (small) SCADADROID®

PPE (Recommended):
Safety gloves while removing and replacing the top plate

Install SIM Card

Remove top plate from unit:

With a small Phillips screw driver, remove the top 2 coserews from both the
front and back face platesqif a total of four). The top plate should lift off freely

REOIIIX
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Figurel: Removing Top Plate

Open SIM card tray

Inside the unit, there is a circuit board with a large white square chip and a black
rectangular plastic tray. With thézy A 4 Qa F1I OS
of the black SIM card tray toward the right side of the unit. It should slide a few
millimeters and come to a stop. If the tray does not move easily it may already
be unlocked. Open the SIM card tray by upward on the left side of it, and it

will pivot open on the right side

Figure2: SIM Tray

Insert SIM card into tray

Standard SIM Card
— Micro SIM Card
—Nano SIM Card

L

[

Figure4 SIM Card Sizes

L L
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Figure3: Slotting SIM Card
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Insert the Standard size SIM card (15mm x 25mm) into the tray with the embossed metallic
pads nearest to the pivot point. The contact pads on the bottom side of the SIM should be
facing in the direction of the SIM card tray in such a weat when the tray is closed to its
original position, the pads will make contact with the exposed conagctts of the SIM

RETURN SIM card tray and lock it in place

Pivot the SIM card tray until it rests in its original position. Lightly press down on
the top of the tray and slide the tray away from the pivot side (to the left). The
tray will slide left, and click into place. At this time, if you need to change the
input jumper, do so. See Input Jump Configuration for more details

Figure5: Locking Tray

Return top plate to unit

Return the top plate to the unit and replace the previously removed screws. The
dzy A 1 Q& LIS NR LK Sitkhediand@He yinit povered apS NS

IMPORTANG YOU MUST REATTACH THE ANTENNA
BEFORE PLGMG IN POWER

REOIIIX
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Figure6: Restoring Top Plate

Reconnect Peripherals
Reconnecting peripherals

Returnany peripherals such as input wiring, output wiring, asgecially the antenna
to their original position; ensure that yduave mounted the DIN rail where applicable,
and proceed with nosphysical setup

Important: DIN rail where the module is installed must
be bonded to ground

Power Up the Unit
9y adz2NE GKI G @2dz KI@FS LI dZA3ISR Ay pl#SandtiNSSy O2y

30V power supply to an outlet) and wait for the unit to finish powering on. A red LED next to
GKS FNRBYG LIyStQa AYRAOF(G2NI fAIKGa oAttt ofAy]

Getting Started with the SCADADroid®

Connect to the SCADADroid®

1. Ensure that an ethernet cable coets the SCADADroid® to a PC

2. You must assign a static IP address to access your PC when it is connected to your
SCADADroid® by ethernet

é2¢ Reonix ——
9
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To assign a static IP address:

Settings

=

System

Windows Settings

a. Open the Settings menu on your Microsoft Windows Start icon

Find a setting

Devices
Bluetooth, printers, mouse

Display, notifications,
power
O—
g—
o—
o—
Apps Accounts
Uninstall, defaults, optional Your accounts, email, sync,
features work, family
Cortana Privacy
Location, camera

Cartana language,
permissions, notifications

]

Phone
Link your Android, iPhone

(AI3$
Time & Language
Speech, region, date

N
R~/

Update & Security

Windows Update, recovery,

backup

S

Network & Internet
Wi-Fi, airplane mode, VPN

®

Gaming
Game bar, DVR,
broadcasting, Game Mode

- X

Z

Personalization

Background, lock screen,

colors

-
!
o
'~
Ease of Access

Narrator, magnifier, high
contrast

Figure7: Network and Internet Settings
b. bl @Al
I.

i 0K
RFELIGSNI aSGidAy
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& Home Status
| Find a setting | Network status
Network & Internet g I f I
7.
Status Recnix
s Public network
% Wi-Fi You're connected to the Internet
If you have a limited data plan, you can make this network a

3 Ethemet metered connection or change other properties.

Change connection properties
Dial-up

Show available networks
% VPN
Ch

50 Airplane mode

Change adapter options
View network adapters and change

) Mobile hotspot

fihection settings.

(5 Data usage % Sharing options
For the networks you connect to, decide what you want to
@ Proxy
OG HomeGrou,
setupaho p to share pictures, music, files, and printers with
other PC: work.
A Network troubleshooter
Diagnose and fix network problems.
C_ View your network properties

Figure8: Change Adapter Settings

d. Rightclick on Ethernet and open Properties

< - x
& Home Ethernet
Find a setting = Cala o Related settings
& Network Connections - [m] be
A & 5 Control Panel » Network and Internet » Network Connections » v © | Search Network Connections 0
rk & Internet ptions
Organize *  Disable this network device  Diagnose this connection  Rename this connection  Change settings of this connection Ssr M @
Status 1
= Blueteoth Network il Ethernet -~ Wi-Fi
- Connection S Network o @) Disable >
7 WiFi *® Not connected % &7 Realtek PC . Jtek RTL8T23BE Wireless..
Diagnose

I = Ethernet ) Bridge Connections

= Dial Create Shortcut
al-u
P ) Delete
%) Rename
% VPN
% Properties

oo Airplane mode
) Mobile hotspot
(& Data usage

Proxy

3items  1item selected

Figure9: Ethernet Properties

e. Click on TCP/IPv4, and then click on properties

% REOﬂlx LEEUD
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% Home Ethernet

Find a setting al Ciharnat
& Network Connections

4 & > Control Panel > Network and Intenet > Network Connections

Network & Internet
i Nicahla thic natuarl . i b tion Rename this connection Change settings of this connection
@ Status | Ethernet Properties X -
Inet ... Wi-Fi
Metworking  Sharing ork cable unplugged Sops . Reonix
7 Wi-Fi Ek PCle FE Family Con... edﬂ Realtek RTLB723BE Wireless...
3

Connect using:

I Reakek PCle FE Family Controller
I =1 Ethernet

This connection uses the following items:

Z3Cliert for Microsoft Networks ~
B File and Printer Sharing for Microsoft Metworks

P VPN 3005 Packet Scheduler

P i Prtocol Version 4 (TCP/1Pyi) |

O s Microsoft Netwark Adapter Mutiplexor Protocel

¢ Airplane mode 1. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version § (TCP/IPvE) v
< >

nstal Uninstall

Description

Transmission Control Protocol/Irtemet Protocol. The default
wide area network protocol that provides commurication
across diverse interconnected networks

Dial-up

“)  Mobile hotspot
(G Data usage

[:=:) Proxy

0K Cancel

Jitems  1item selected

FigurelQ: Properties

g. Enter a chosen IP address (other than 192.168.1.15, as this address is used
by the SCADADroid®)

h. Ensire the subnet mask reads 255.255.255.0, the same as connected
devices that communicate with ornother
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% Home Ethernet
Find a setting al Ctharnt Related settings
# Network Connections o
1+ & > Control Panel > Network and Internet > Network Connections «|& | Search Network Connections 0
Network & Internet pptions
Qraaniza = Nicahls thic natwarl dsuica — Nisnnncathic cannection  Renamethis connection  Change settings of this connection k- ™ @
Status ¥ Ethernet Properties &r
@ et R v
Networking | Sharing ork cable unplugged S Reonix
7 WiFi 4 Ic PCle FE Family Con... ol Realtek RTLS7238E Wireless...
Internet Protocol Version 4 (TCP/IPv4) Properties %

I = Ethernet

General

: TH  You can get IP settings assigned automatically if your network supports
2 Dial-up this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
e VPN (O Obtain an IP address automatically
@ Use the following IP address:
2= Airplane mode 1P address: 192.166. 1 .98

“)  Mobile hotspot Default gateway: l:|

® Dat Obtain DNS server address automaticaly
ata usage
9 (®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit el

Jitems

Cancel

Figurell: Static IP

3. Log in to the SCADADroid® browser configuration, by typing the default IP address

192.168.1.15,intd y& 6S060 OoONRgASNDaA &SI NOKk! w[ ol

') € 192.168.1.15

a CKS RSTFLdA 0 dASNYIYS Aa GFRYAYE YR
guotations

RE n Ix You
o
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User Login
User:
Password:

i. You will receive a warning that the connection is not private, but you may
proceed; it is safe to do so as the interface ifyfancrypted, and the page

issues a certificate with no expiry only to save on potential -ds@ge

B

Your connection is not private

scadadroid.ddns.net (for

1 15 scadadroid.ddns.net: its secunty certificate is not

Assign a Name

4. Under the System heading of the Overview page, click on the word SCADADroid, and assign an
identifiable name to the SCADADroid®, so dsid® A RS 02y (i SE

reports, and function® S®3 d G { A G S /MTEIZSHNPNI Ri{ A G S

i2 0KS RS
MT

REOIIIX



https://www.reonix.com/

. b2GSY 52 y2i

N
SCA

—_— ‘
ADROID™

“__

Phonebook

Tags

Work Shifts Events System

Logged in as admin (Administrator)

= System
Uptime: 1:32
Date/Time: Wed May 23 23:21:59 CEST 2018

Firmware version: FRARKAEN check for udpates

- .

Device name SCADADroid|

Figurel2 Name

Set Up Internet Access

Ay Ot dzR S

5. Log in to the SCADADroid® browser configuration, by typing the default IP address 192.168.1.15,
NJ

Ayidz2 Fye 968506 oONRsaASNDRA &SI NOKk! wl
') 192.168.1.15
a. ¢KS RSTFLdzA § dzaSNYIFYS A& al RYAYE

User Login

User:

Password:

ol



https://www.reonix.com/

i. You will receive a wamg that the connection is not private, but you may proceed; it
is safe to do so as the interface is fully encrypted, and the page issues a certificate with
no expiry only to save on potential datsage

&

Your connection is not private

scadadroid.ddns.net (for

1 15 scadadroid.ddns.net; its security certificate is not

1 Click on the Help Tab for #p-date information orthe browser configuratiorof the
SCADADroid® R2+

Default Route

The default internet route is a grey button appearing either by Cellular Settings section, or the
LAN section. It marks which network adapter will be the primary internet access method.
Confguring LAN and Cellular settings can change the route

After configuring the LAN and Cell settings, you may set the preferred route manually, on the
Settings page of the System Tab, under the Network Options Heading

Check the Internet Status

6. At the section bottom right of the Overview Tab, observe the Internet Access field. If there is a
LINPOf SYZ 2NJAG Aa a &S0 dzyO2y FAIdzNBRI A G oA

7. Continue to the LAN settings and configure

Configuring LAN Settings

REOIIIX
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8. Under LAN settings, you may enta custom IP address for the SCADADroid®, if needed. Click
the edit button, and enter a custom Hidress otheti K| Y da M @pH PmMmcy PmMPMp € X | &
used by unconfigured SCADADroid® units

9. After the previous step, you may visit the device at this IP address: e.g. 192.1:@54)(but
@2dz gAfft ySSR (2 OKIy3aS (G4KS t/Qa Lt | RRNBaa I

«3 [ ScadaDroid by Reonix # % | 4

o T @ Certificate error 192.168.1.20

AV_V.d4

SCRDADROID"

-

Overview Modbus Tags Phonebook

LAN Settings E3 system

Ethernet MAC Address: 70:b3:d5:0b:30:77 Uptime

DHCP ~ — Date/Time:

IP Address: ‘ Firmware version:
Subnet Mask SEIFETTY Device name

DNS Servers 8.8.8.8,

Gateway Address: 192.168.1.254

Cellular Settings (oerauitintemet route Email Settings

Figurel3: IP Address

10. Obtain and enter the Gateway address
a. Ask your network aahinistrator
b. Ascertain by looking up your IP configuration:

.t NBaa (GUKS 2AyR2¢a 1Seé LXdza GKS aNE 1S
of Windows. The Run Program window will appear

(o7

ii. Inthe Run Program window, type cmd.exe and press the Enteakeghich
point the Command window will appear

c. To send emails through the cellular network, configure the gateway as 0.0.0.0

REOIIIX
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INCOMING man sever ype mar

Incoming mail server (POP3/IMAPR): imap.email.com
:1,127.0.0.1, Incoming mail server port (POP3/IMAP): 993
m2minternet.com Keep mail on server?*: Keep
Disconnected Qutgoing mail server (SMTP): smtp.email.com
80% (-64dbm Excellent) Qutgoing mail server port (SMTP) 587
umts User: user
Telit HE910 (12.00.004) Password
registered Last incoming check: Thu May 31 17:55:01 CEST 2018
LAC:62220, Cl1D:4526226, MCC:302, Last incoming status Error - Fatal DNS error
MNC:720 retrieved mail will be deleted. Use only if email account is
==
3571640423505 - Type the name of a program, folder, document, or Intemet
ROGERS "= resource, and Windows will open it for you,
Yes
WeYerrar Open: | cmd.exe v
N/A

0K Cancel Browse...

Disconnected Internet access Yes

DNS resolution Yes

Figurel4: Run
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Overview

LAN Settin JS Default Internet route

Ethernet MAC Address: 70:b3:d5
DHCP Disabled
IP Address: 192.168.
Subnet Mask: 255.255.
DNS Servers:

Gateway Address

Cellular Settings ) ipti e e e e ez ¢ igahit Met

Type the name of & program, folder, document, or Internet

=/ resource, and Windows will apen it for you imap.email.com

0.1, Incoming mail server port (FOP3/IMAP): 993
Open: | cmd.exe \,‘ pm Keep mail on server?™ Keep
ted Qutgoing mail server (SMTP): smtp.email.com
bm Excellent) Outgoing mail server port (SMTP) 587
oK T Freree Wsarr s
0 (12.00.004) Password:
Network Reqistration: reqistered Last incoming check: Tue May 29 21:19:02 CEST 2018

Figurel5: Gateway Address

ii. Observe the Default Gateway (it may appear in IPv6, and IPv4; you will need
only IPv4, e.g. 192.168.1.1) and transcribe it into the field in your SCADADroid®
Web Browser Configuration Overvi€age, under LAN Settings
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I. If your PC and the SCADADroid® are connected to the same network, and your
PC has internet access, instead transcribe the network adapter gateway to the
Gateway address

Configuring Cellular Data Connection

11. Click on the OvervieWwab, and on the lefhand side, observe the Cell Settings
i.  If you have ordered a cellular modem option, you will need to enter an APN,
GKAOK Aa (GKS OStft ySGg2N] LINRPJARSNDA
can clarify this information if necesgar

12. Click on the edit button, enter the ARNto the field

13./ f A0l G(KS of dzS & amlessyhdgloaeautiog ys | yR G(KSy

14. Refreshthe page

Overview
HCP Disabled
IP Address. 192.168.1.56
Subnet Mask 255.255.255.0
DNS Servers 8.8.8.8,
Gateway Address: 192.168.1.1

Cellular Settings

Phone Number. N/A
IP Address.
Subnet Mask

DNS Server:

APN:

Data Status:

m2mjnternet.com

DISTO

ected
Signal Strength 60% (-76dbm Good)

Network Type umts
Modem Type: Telit HE910 (12.00.004)
Network Registration: registered

Cell Tower Info

Approximate Location:

LAC:62220, ClD:4526226, MCC:302,
MNC:720

IMEI- 357164042350549
Service Provider Name: ROGERS

SIM Card Detected Yes

Last Call Error: No error

Last Network Error: N/A

VPN Status
httpsi//192.168.1.56/

Figurel6: APN
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16. Read thdollowing fields. Tie IMEI field must display a value, otherwise the SIM card may be

dzyt 6t S G2 O02yySOG (G2 GKS AYyGSNySioe ¢KS /Stf a

name and model number

Set Up Default Internet Route

17. Click on the Settings page werdhe System Taltocated right below the upper SCADADroid®
banner

18. Sroll down to the networking options. Select your preferred method. Available options are
G[!'bé YR a/9[ ][ ¢

«5 | B3 ScadaDroid by Reonix 2 > | [ Can't connect securelytoth 4~

e = ) W & Certificate error 192,168,1.54 g = 4L o' -
——

Overview Modbus Phonebook Work Shifts Events System

N
[ Networking Options j
Internet Connection Speed Test
Preferred Connection LAN Ping: ms
Use this device as a network gateway: No ~ Download NaN Mbps
Ping target: Upload: NaN Mbps

Figurel7: Preferred Connection

19. A ping target maype entered to test that the connection has been established. You may save
your settings and move to the tools page, where you may test contact methods before
configuring other features

200hy GKS h@SNBASE LI 3IST GKS Ly iirBchdficting it néeded a a
by pressing th{Eleeaaee button

Email Settings
21. Return to the Overview Tab and scroll down to the email options

i. Itis recommended that you set up an email configuration, since reporting,
and even alarms are emailed from the SCBIMd® to the client. A Gmail
setup is here provided as an example

22. Click the bluEli button
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23. Enter your full email address:

i joe@examplegmail.cojn

24. Enter the Incoming Mail Server type, as a choice between POP3 or IMAP:

i. IMAP

25. Enter the name of the incoming email server:
iii.  Imap.gmail.com

26. Enter the port number of the incoming email server:
iv. IMAP 993
27.{ S04 SYFAft G2 aYSSL¥E 2N a5St SGS¢

v.  With KeepMail selected, email will not be deleted. With Delete selected, all
retrieved email will be automatically deleted

vi. If delete is selected all retrieved mail will be deleted. Use only if email account
is dedicated to SCADADroid®

vii.  Consult your networladministrator for further details on email setup
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Phonebook Work Shifts Events System

Email Settings [ o ]
Email address account@email.com

Incoming mail server type IMAP

Incoming mail server (POP3/IMAP): imap.email.com

Incoming mail server port (POP3/IMAP): 993

Keep mail on server?” Keep

Outgoing mail server (SMTP) smtp.email.com

Outgoing mail server port (SMTP) 587

User account@email.com

Password: ===

Lasi incoming check: Tue May 22 18:57:32 CEST 2013 ([EEIER
Last incoming status: Error - Fatal DNS error

*If delete is selected all retrieved mail will be deleted. Use only if email account is
dedicated to ScadaDroid

Figurel8: Email Settings

28. The outgoing mail server will follow SMTP protocol
d. Enter the name of the outgoing email server:

i. SMTP.gmail.com
e. Enter the port number of the outgoingmail server:
i. Gmail SMTP: 587

29. Enter the username and password for authentication of the email settings, and cligE\:e
button

Last Incoming check indicates the last time the status of the server was checked. It is set to
check every 5 minutesncrease or decrease time interval of the Last Incoming Check as needed

Set Up Work Shifts

30. Log in to the SCADADroid® browser configuration, by typing the default IP address 192.168.1.15,
Ayili2 yeé 6S0 oNRgaSNNRa aSkNOKk! w[ o6 NJ

'A) 192.168.1.15

— — T
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User Login
User:

Password:

i. You will receive a warning that the connection is not private, but you may proceed; it

is safe to do so as the interface is fully encrypted, and the page issues a certificate with
no expry only to save on potential datasage

B

Your connection is not private

N scadadroid.ddns.net (for

1 15 scadadroid.ddns.net: its secunty certificate is not

31.bF GAAFLGS G2 GKS aKAFGA LI IS o6& OfAO1IAYy3dI 2y (KS ¢
SCADADroid®anner. For a contact to be alerted, he or she must belong to a currently active shift
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32. If you have data pertaining to a work shift list in a spreadsheet of some sort, you may export a
/I {+ FAES FNRY (KS {eadSy GlroQa {StdAiay3a LI 3IAS:

i. The advantage to this procedure is that you may copy and paste large volumes
of data to save time on datantry. Moreover, if you have reason to restore your
SCADADroid® to factory settings, then reconfiguring will be as simple as
dragging and dropping C$i\és, as opposed to using the web browser to
configure multiple times

b. To work on configuration in CSV:
i. check the box of the configuration topic you wish to work on via CSV

ii. Export a compressed file (in this case, work shifts) to a destination orP@ur

iii. Extract the file so that you may work on it in Microsoft Excel
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